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1. Introduction
SecuGen WebAPI is an application programming interface that enables web applications to access
SecuGen fingerprint readers from most modern web browsers. With support for JavaScript access to the
readers, SecuGen WebAPI can be used across different browsers for extremely fast capturing and
matching of fingerprint data for use in a web application.
SecuGen WebAPI makes it very simple to incorporate fingerprint capturing functionality in your browser
based application through JavaScript. Using SecuGen WebAPI eliminates the need for Java runtimes or
browser plug-ins on the client machine, so there are no issues involving applet signing and deployment
related to different JRE versions and browser versions. This document describes the RESTFUL web service
calls that are supported by SecuGen WebAPI.
Main Features
Easy to integrate fingerprint capture, enrollment, and matching functions
Works with most modern web browsers
Supports JavaScript
Utilizes RESTful web service and JSON objects
No Java runtimes needed
No browser plug-ins needed
Small client software
Fingerprint Functions Provided
SecuGen WebAPI provides simple web service calls to the WebAPI Client application to capture fingerprint
data and create a fingerprint template in a single method.
Capture – single finger
Capture and enroll – single finger
Capture and enroll – multiple fingers
Match
UIDAI/Aadhaar Specific Support
SecuGen WebAPI provides calls that are specific to UIDAI to capture PID block for single or multiple fingers.
Support for UIDAI BFD (Best Finger Detection) provides RBD block with local duplicate check. Applications
such as Aadhaar authentication, Aadhaar-based e-KYC, and BFD are extremely easy to develop and deploy
as web-based applications using SecuGen WebAPI.
License Requirements
A license key for each domain that hosts your web application will be needed. If no license key is installed,
the web service will work for a limited period of 60 days. Please contact your SecuGen Representative for
information about licensing and pricing.
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2. Installation and Requirements
System Requirements
• Windows 7 or later, 32-bit or 64-bit
• Memory 4 GB minimum
Supported SecuGen Fingerprint Readers
• Hamster Pro 20 (HU20)
• Hamster IV (HSDU04P)
• Hamster Plus (HSDU03P)
Drivers for Fingerprint Reader
This product is built on top of the drivers for the supported SecuGen fingerprint readers listed above. It is
recommended that the latest driver be installed. The drivers can be installed by one of two ways:
(A) Plug in the SecuGen fingerprint reader and the driver will automatically download and install via
Windows Update, or
(B) Go to http://www.secugen.com/download, download and manually install the latest WBF driver.
WebAPI Client Application
To download the WebAPI client application (SgiBioSrv), go to: https://webapi.secugen.com/ and click on
the appropriate link for the 32-bit or 64-bit client.

Run the downloaded zip file.
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Click Yes to continue with installation.

Click “I accept the agreement” and click Next.
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Fill in the User Name field along with the appropriate Organization. The User Name field is prepopulated
with the name of the current Window user. Click Next.
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A default location is listed but can be changed if desired. Click Next.

Review the summary information and click Install to continue.
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Select Yes and click Finish to complete the installation.
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3. SGIFPCapture
The SGIFPCapture service returns fingerprint data, details of the fingerprint reader, and the extracted
template to the caller as a JSON object. For HTTP requests, this service can be called as URI
https://localhost:8000/SGIFPCapture. The port number may change depending on the way the service is
configured. The default port for the service is 8000.

Parameters
The following table describes the parameters and their permissible values that can be passed to the
service. All the parameters are optional, and their defaults are described below.
Name
Licstr

Type
STRING

Timeout

INTEGER

Quality

INTEGER

TemplateFormat

STRING

Description
This is the license key provided for the domain. If not provided,
the Web server will work for only a limited period of 60 days.
Specifies the timeout in milliseconds to wait for the sensing
operation to complete. If fingerprint image is not captured within
this time (i.e. user does not place the finger on the reader), then
an error is generated. Default value is 10000.
Specifies the quality of the image. Desired value is from 1 to 100.
Higher value implies better image. Default value is 50.
Extractor template format is specified in this parameter. Currently
supported values are “ISO” and “ANSI”. Default is “ISO”.

JSON Object Returned
The web service returns a JSON formatted object that contains the following fields.
Name
ErrorCode

Type
INTEGER

Manufacturer
Model
SerialNumber

STRING
STRING
STRING

ImageWidth
ImageHeight
ImageDPI

INTEGER
INTEGER
INTEGER

ImageQuality

INTEGER

NFIQ

INTEGER

Description
Integer value indicating error if any. Value of 0 indicates no error.
Non-zero error code indicates various errors described in this
document elsewhere. You must check this value before accessing
other fields of JSON object. If this is not 0, then other fields are
NULL or undefined.
SecuGen
String indicating model of fingerprint reader
String containing the unique serial number of the connected
reader
Integer value indicating the width of the fingerprint image in pixels
Integer value indicating the height of the fingerprint image in pixels
Integer value indicating resolution of the fingerprint image in dots
per inch
Integer value indicating the quality of the image captured. It will
always be equal to or higher than the quality parameter passed as
argument
Integer value, NIST Finger Image Quality number from 1 – 5, where
1 is best and 5 is worst
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Name
ImageDataBase64
BMPBase64

Type
STRING
STRING

TemplateBase64

STRING

Description
String containing actual raw image data encoded as a base64 string
String value fingerprint image in .BMP format encoded as a base64
string, useful for display in browser using data element in image
tag
String value containing fingerprint template encoded as a base64
format. This value is encrypted if called with session key
parameter.
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4. SGIEnrollCapture
The SGIEnrollCapture service is useful for capturing multiple fingerprints from the fingerprint reader. The
parameters are the same as those used for SGIFPCapture and can be used to capture one fingerprint as
well.
For HTTP requests, this service can be called as URI https://localhost:8000/SGIFPEnroll. The port number
may change depending on the way the service is configured. The default port for the service is 8000.
The first call to this service creates a unique session and returns the session handle in the returned JSON
object. The caller can use this handle for subsequent calls to capture additional fingerprints in the same
session. These are accumulated by the service until the session ends. The session ends when the service
is called with a null session handle or no session handle. Every call returns a JSON object containing all the
templates captured up until that point.
If you wish to capture multiple fingerprints, call this service the first time with the SrvHandle parameter
as null (or do not provide it at all). When the call returns, you will receive a session handle as part of the
JSON object, which you can keep on passing for as long as you wish the fingerprint scans to be
accumulated.
Call this service once for each capture along with the same server handle to accumulate fingerprint scans.
The service also ensures that one fingerprint is present only once in the array, i.e. a local duplicate check
is performed on the client end. The returned JSON object will contain an array of templates and current
scan data.

Parameters
The following table describes the parameters and their permissible values that can be passed to the
service. All the parameters are optional, and their defaults are described below.
Name
Licstr

Type
STRING

Timeout

INTEGER

Quality

INTEGER

TemplateFormat STRING
SrvHandle

INTEGER

Description
This is the license key provided for the domain. If not provided, the
Web server will work for only a limited period of 60 days.
Specifies the timeout in milliseconds to wait for the sensing operation
to complete. If fingerprint image is not captured within this time (i.e.
user does not place the finger on the reader), then an error is
generated. Default value is 10000.
Specifies the quality of the image. Desired value is from 1 to 100.
Higher value implies better image. Default value is 50.
Extractor template format is specified in this parameter. Currently
supported values are “ISO” and “ANSI”. Default is “ISO”.
Service handle returned by the call. If the same handle is passed, then
the service will continue to accumulate fingerprint scans, while
checking for duplicates. This works as a session ID, where
accumulation of scan is per session. When this value is not passed, a
new session begins, and earlier data is lost.
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JSON object returned is described below.
{
ErrorCode: INTEGER,
Manufacturer: STRING,
Model: STRING,
SerialNumber: STRING,
ImageWidth: INTEGER,
ImageHeight: INTEGER,
ImageDPI: INTEGER,
ImageQuality: INTEGER,
ImageNFIQ: INTEGER,
Attempts: INTEGER,
Result: INTEGER,
EnrollData :
{ Templates :
[ { fpos : STRING, nfiq : INTEGER, TemplateBase64 : STRING },
{ fpos : STRING, nfiq : INTEGER, TemplateBase64 : STRING },
...
]
}
SerHandle: INTEGER,
BMPBase64: STRING
}
Note that the EnrollData object contains an array of all the templates captured in the same session. The
fields in the main object pertain to the current scan and maybe useful for a variety of functions such as
displaying the image or determining the quality of the current scan. The attempts field counts the number
of attempts made to achieve the specified quality. A maximum of 3 attempts is allowed.
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5. SGIMatchScore
The SGIMatchScore service takes two templates as input, compares them with each other, and returns a
matching score back to the calling application. For HTTP requests, this service can be called as URI
https://localhost:8000/SGIMatchScore. The port number may change depending on the way the service
is configured. The default port for the service is 8000.

Parameters
The following table describes the parameters and their permissible values that can be passed to the
service. All the parameters are optional, and their defaults are described below.
Name
Licstr

Type
STRING

Template1

STRING

Template2

STRING

TemplateFormat

STRING

Description
This is the license key provided for the domain. If not provided, the
Web server will work for only a limited period of 60 days.
String value containing template encoded as base 64 format. This
value is encrypted if called with session key parameter.
String value containing template encoded as base 64 format. This
value is encrypted if called with session key parameter.
Extractor template format is specified in this parameter. Currently
supported values are “ISO” and “ANSI”. Default is “ISO”.

JSON Object Returned
The web service returns a JSON formatted object that contains the following fields.
Name
ErrorCode

Type
INTEGER

MatchingScore

INTEGER

Description
Integer value indicating error if any. Value of 0 indicates no error.
Non-zero error code indicates various errors described in this
document elsewhere. You must check this value before accessing
other fields of JSON object. If this is not 0, then other fields are
NULL or undefined.
Integer value indicating the matching score of the 2 templates
previously captured. Matching score is 0 – 199, with 199 being the
very close to an identical match.

Error Codes
ERROR CODE
0
1
2
3
5
6
7
51

DESCRIPTION
No error
Creation failed (fingerprint reader not correctly installed or driver files error)
Function failed (wrong type of fingerprint reader or not correctly installed)
Internal (invalid parameters to sensor API)
DLL load failed
DLL load failed for driver
DLL load failed for algorithm
System file load failure
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ERROR CODE
52
53
54
55
56
57
58
59
60
61
101
102
103
104
105
106
1000
4000
2000
3000
6000
10001
10002
10003

DESCRIPTION
Sensor chip initialization failed
Sensor line dropped
Timeout
Device not found
Driver load failed
Wrong image
Lack of bandwidth
Device busy
Cannot get serial number of the device
Unsupported device
Very low minutiae count
Wrong template type
Invalid template
Invalid template
Could not extract features
Match failed
No memory
Invalid parameter passed to service
Internal error
Internal error extended
Certificate error cannot decode
License error
Invalid domain
License expired
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Appendix A. License Agreement
SECUGEN SDK LICENSE AGREEMENT (1-1-LSI-0917)
This Software Development Kit License Agreement (“Agreement”) is a legal agreement between SecuGen
Corporation (“SecuGen”) and you, either as an individual or a duly authorized representative of a business
entity, organization, or agency, (hereafter referred to as “Licensee”), the subject matter of which is
SecuGen’s WebAPI Software Development Kit, which includes computer software (together with any
updates or upgrades provided to Licensee by SecuGen) and may include associated media, authorization
keys and online or electronic documentation, or any portion thereof (collectively referred to herein as
“SDK”). By downloading, installing, copying or otherwise using the SDK, Licensee agrees to be bound by
the terms and conditions of this Agreement. If you do not agree to the terms and conditions of this
Agreement, do not install, copy or use the SDK; if the SDK was downloaded, please remove and delete the
original and all copies of the SDK from all computer(s) and media on which it may have been stored or
installed.
1. LICENSE
SecuGen grants to Licensee a personal, internal, limited, non-transferable, non-exclusive right (which shall
be revocable pursuant to the terms of this Agreement) to install and use the SDK on as many computers
as is required within Licensee’s organization solely for the following purposes: (a) to use the SDK for the
development of a software application (“Licensee Application”) that incorporates proprietary software
contained in the SDK and that is to be used with SecuGen fingerprint readers or fingerprint images
obtained from SecuGen fingerprint readers, (b) to modify the sample code located in the SDK’s “samples”
directories in source code format (“Sample Code”), solely to compile such Sample Code and incorporate
the compiled Sample Code into a Licensee Application, or (c) to sell, license, distribute and sublicense any
and all Licensee Application that incorporates compiled elements of the SDK.
2. RESTRICTIONS AND LIMITATIONS
2.1 The SDK contains intellectual property that belong to SecuGen and SecuGen India Pvt. Ltd. (“SecuGen
India”), and SecuGen has full authority to license and distribute the SDK to Licensee. Licensee
acknowledges that Licensee Application will contain the proprietary materials and information of
SecuGen and SecuGen India. Accordingly, Licensee shall ensure that no Licensee Application makes
available to any third party with any access to a Licensee Application (whether an end user, distributor,
OEM or otherwise) any application programming interface that provides access to the same or similar
functionality as that provided by the SDK or any part thereof.
2.2 Licensee acknowledges and represents that each and every fingerprint image processed by Licensee
Application that uses SecuGen’s template extraction algorithm and/or template matching algorithm, as
provided in the SDK, will be obtained from a SecuGen fingerprint reader, unless an exception is provided
in writing to Licensee by an authorized representative of SecuGen or such use is covered by a separate
written agreement between the parties.
2.3 Except as expressly stated herein, Licensee may not modify, adapt, reverse engineer, decompile,
disassemble, rent, lease, transfer, sublicense, sell, assign or distribute the SDK or any part thereof.
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2.4 Licensee acknowledges that nothing under this Agreement, either express or implied, grants to
Licensee any rights in any other SecuGen software or hardware, and any license rights in such products
must be obtained under separate agreement.
2.5 SecuGen reserves all rights, title and interests of any kind that are not expressly granted to Licensee
in this Agreement.
3. INTELLECTUAL PROPERTY RIGHTS
SecuGen and SecuGen India retain title to and all ownership interests in all of their respective proprietary
rights, including without limitation copyrights, trademark rights and service rights, patent rights, trade
secret rights, and all other intellectual and industrial property rights throughout the world (“IPR”), with
respect to the SDK and all copies or portions thereof, whether or not incorporated into or used in
connection with any other products, including without limitation software or documentation materials.
Licensee acknowledges that the Sample Code in source code format constitutes confidential information
and a trade secret of SecuGen and SecuGen India. Licensee acknowledges that the SDK is licensed and not
sold under this Agreement, that nothing in this Agreement shall constitute or be construed to constitute
a sale of the SDK or any portion or copy thereof and that no title to or ownership interest in any rights,
including without limitation IPR, with respect to the SDK or any components thereof is transferred to
Licensee. Except as expressly provided herein, no implied rights are granted to Licensee under SecuGen’s
or SecuGen India’s Intellectual Property Rights.
4. TERMINATION
4.1 Licensee may terminate this Agreement at any time by providing written notice to SecuGen. SecuGen
has the right to terminate this Agreement if the Licensee materially breaches any obligation hereunder,
which default is incapable of cure or which, being capable of cure, has not been cured within fourteen
(14) days after receipt of written notice from SecuGen. SecuGen has the right to terminate this Agreement,
immediately upon notice, if Licensee ceases to conduct business in the normal course, is declared
insolvent, makes a general assignment for the benefit of creditors, or a petition for bankruptcy,
reorganization, dissolution or liquidation is filed by or against it.
4.2 Upon termination of this Agreement, all rights to use the SDK shall cease, and Licensee shall
immediately (i) cease all use of the SDK and all parts thereof; (ii) cease distribution of Licensee Application
that includes any portion of the SDK; and (iii) return or destroy the SDK and related materials provided to
Licensee in Licensee’s possession or control.
4.3 Upon termination or expiration of this Agreement, all provisions shall survive except for Section 1.
5. WARRANTY DISCLAIMER
THE SDK IS PROVIDED “AS IS” WITHOUT ANY WARRANTY OF ANY KIND. SECUGEN MAKES NO
REPRESENTATION OR WARRANTY OF ANY KIND, WHETHER EXPRESS OR IMPLIED (EITHER IN FACT OR BY
OPERATION OF LAW), WITH RESPECT TO OR RELATING TO THE SDK OR THIS AGREEMENT. SECUGEN
EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, ALL WARRANTIES
OF ACCURACY, MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT AND
ALL WARRANTIES THAT MAY ARISE FROM COURSE OF DEALING, COURSE OF PERFORMANCE OR USAGE
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OF TRADE. SECUGEN DOES NOT WARRANT THAT THE SDK WILL BE ERROR-FREE OR THAT OPERATION OF
THE SDK WILL BE UNINTERRUPTED, AND HEREBY DISCLAIMS ANY AND ALL LIABILITY ON ACCOUNT
THEREOF. SECUGEN MAKES NO WARRANTY THAT ALL ERRORS, FAILURES OR DEFECTS WILL BE
CORRECTED. THIS SECTION SHALL BE ENFORCEABLE TO THE MAXIMUM EXTENT ALLOWED BY APPLICABLE
LAW. Some jurisdictions do not allow the exclusion of implied warranties, so the above exclusion may not
apply to Licensee. In this case, Licensee’s sole and exclusive remedy for a breach of warranty shall be, at
SecuGen’s option and in its sole discretion, replacement or repair of the SDK or return thereof for a refund
of the purchase price, if any.
6. LIMITATIONS OF LIABILITY
IN NO EVENT SHALL SECUGEN, ITS AFFILIATES OR SUPPLIERS BE LIABLE TO LICENSEE, ITS AFFILIATES OR
CUSTOMERS FOR ANY INCIDENTAL, CONSEQUENTIAL, INDIRECT, SPECIAL OR PUNITIVE DAMAGES
WHATSOEVER, INCLUDING WITHOUT LIMITATION DAMAGES FOR LOST PROFITS OR REVENUE, LOST
BUSINESS OPPORTUNITIES, LOST OR INACCESSIBLE DATA OR INFORMATION, INABILITY TO ACCESS DATA
OR INFORMATION, UNAUTHORIZED ACCESS TO DATA OR INFORMATION, OR OTHER PECUNIARY LOSS,
ARISING OUT OF OR RELATED TO THIS AGREEMENT, THE SUBJECT MATTER HEREOF OR THE AUTHORIZED
OR UNAUTHORIZED USE OF OR INABILITY TO USE THE SDK, WHETHER LIABILITY IS ASSERTED IN CONTRACT
OR TORT (INCLUDING NEGLIGENCE AND STRICT PRODUCT LIABILITY) OR OTHERWISE AND IRRESPECTIVE
OF WHETHER SECUGEN HAS BEEN ADVISED OF THE POSSIBILITY OF ANY SUCH LOSS OR DAMAGE. IN NO
EVENT SHALL SECUGEN’S AGGREGATE LIABILITY UNDER THIS AGREEMENT OR ARISING OUT OF OR
RELATED TO THE SUBJECT MATTER HEREOF EXCEED THE AMOUNT PAID TO SECUGEN TO LICENSE THE
SDK. Some jurisdictions do not allow the limitation of incidental or consequential damages so this
limitation may not apply fully to Licensee, but such limitation shall apply to the maximum extent
permitted by applicable law. Licensee acknowledges that the pricing of the SDK and other terms and
conditions of this Agreement reflect the allocation of risk set forth in this Agreement and that SecuGen
would not enter into this Agreement without these limitations on its liability. Licensee agrees to defend,
indemnify and hold harmless SecuGen and any of its directors, officers, employees, affiliates or agents
from and against any and all loss, damage, liability and other expenses (including reasonable attorneys’
fees), resulting from Licensee’s use of the SDK or violation of the terms and conditions of this Agreement.
7. INDEMNIFICATION
Licensee shall defend, indemnify and hold harmless SecuGen, its officers, directors and employees, from
and against any claims, suits, proceedings or threats thereof and any losses, damages, fines, expenses
(including but not limited to attorneys’ fees and costs), judgments, awards, or other liabilities or damages
(a) arising out of or relating to any claims that Licensee’s use or distribution of the SDK or Sample Code in
conjunction with any Licensee Application infringes, violates or misappropriates any IPR of any third party,
or (b) resulting from any breach of this Agreement by Licensee.
8. GENERAL
8.1 Governing Law and Venue. This Agreement shall be governed by and construed in accordance with
the laws of the United States and the State of California as such laws are applied to contracts between
California residents entered into and to be performed entirely within California. The United Nations
Convention on Contracts for the International Sale of Goods shall not apply to this Agreement. Licensee
hereby submits to the sole and exclusive jurisdiction of, and waives any venue objections against, the
United States District Court for Northern California and the Superior Court of the State of California for
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the County of Santa Clara and the Santa Clara Municipal Court in regard to all disputes and litigation arising
under or relating to this Agreement.
8.2 U.S. Government Restricted Rights. If Licensee is an agency or instrumentality of the United States
Government (“Government”), the SDK is “commercial computer software” and “commercial computer
software documentation”, as specified in FAR 12.212 or DFARS 227.7202, and the use, reproduction and
disclosure of the SDK shall be governed by the terms of this Agreement. If Licensee delivers Licensee
Application including portions of the SDK to the Government, Licensee shall identify the SDK as
“commercial computer software” and “commercial computer software documentation,” as specified in
FAR 12.212 or DFARS 227.7202, shall restrict the Government’s rights to use, reproduce or disclose the
SDK in accordance with the terms of this Agreement.
8.3 Export Law Assurances. Licensee acknowledges that the SDK, and the underlying software, may be
subject to restrictions under export control laws and regulations administered by the United States
government. Licensee agrees to comply with these laws and regulations and will not export or re-export
the SDK, or any part of the SDK, in violation of these laws and regulations, directly or indirectly.
8.4 Modification. This Agreement may not be modified except in a writing duly signed by an authorized
representative of SecuGen and Licensee.
8.5 No Assignment. Licensee’s rights and obligations under this Agreement shall not be assignable,
delegable, sub-licensable or otherwise transferable, whether voluntarily, by operation of law or otherwise,
without SecuGen’s prior written approval. SecuGen may freely assign this Agreement and/or its rights and
obligations hereunder.
8.6 Severability. If any provision of this Agreement is held to be unenforceable for any reason, the
remaining provisions hereof shall be unaffected and shall remain in full force and effect.
8.7 Notices. Any notices shall be in writing and in the English language and will be deemed to have been
given if delivered personally or mailed by registered air mail postage prepaid to the respective addresses
of each party.
8.8 Entire Agreement. This Agreement contains the entire understanding of the parties with respect to
the subject matter of this Agreement and merges and supersedes all prior and contemporaneous
agreements and understandings between the parties, whether oral or written, with respect to the subject
matter of this Agreement.
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